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S Information Sheet EN109

Connecting Windows 7 to C2k Wireless

Overview

This information sheet explains the steps required to connect a Windows 7 device to C2k
Wireless. This is a first-time only activity and would only need to be carried out again when
the user account password has changed.

Prerequisites for connecting to C2k Wireless:
C2k User account must be a member of Meru C2k Wireless security group

Alternatively, for shared devices you can use the shared accounts located at C2k Exchange
| My School | School Documents | Guest Wireless Folder.
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gl » Control Panel » Metwork and Internet » Manage Wireless Metworks

Click “Add” . . .
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below.
Add § Adapter properties  Profiletypes  Metwork and Sharing Center
Metwaorks you can view, madify, and reorder (4)
! | New-RootCA Security: WPAZ2-Enterprise Type: Any sug
e
.'-h CMITS-Corporate-WiFi Security: WPAZ2-Enterprise Type: Any sug
Select} Manually create a =
network pI'Oflle l\_/’l ol Manually connect to a wireless netwerk

How do you want to add a network?

L- Manually create a network profile
This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (55107 and
security key (if applicable).

o Createan ad hoc network
% This creates a temporary network for sharing files or an Internet connection

On the next window

@ !l Manually connect to a wireless network

Enter Network name: C2kWireless Enter information for the wireless network you want to add
This has to be case sensitive Hetwerk neme: cotireles
. ) Security type: ’WPAZ-Enterprise - ]
Security type: WPA2-Enterprise _
Encryption type: ’AES v]
Encryptlon type AES Security Key: Hide characters

Start this connection automatically

i 1
CI IC kI NeXt [] Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk.
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From the next page

Select] Change connection settings

From the next window
Select | Security Tab

Under the security tab

Click | Setting

From the settings page

Untick |Validate server certificate

|l Manually connect to a wireless network

Successfully added C2kWireless

= Change connection settings
Open the connection properties so thatI can change the settings.

C2kWireless Wireless Network Properties P

Connecﬁonl Security

Mame: C2kwireless
S5I0: C2kWireless

Metwork type: Access point )
Metwork availability: Al users

Connect automatically when this network is in range

[ Connect to a more preferred network if available

[]Connect even if the network is not broadcasting its name (S5I0)
["] Enable WLAN connection settings

Configure. ..

r -
Protected EAP Properties PR M

Trusted Rook Certification Authorities:

[ AddTrust External CA Root -

[ Baltimare CyberTrust Root |
[ capita-mits-C-NA-CA-01-CA

[ capitawlan

[ certum ca

[ certum Trusted Network CA

[ Class 3 Public Primary Certification Autharity -
4 1 | r

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) '] [ Configure... ]

Enable Fast Reconnect

[C]Enforce Network Access Protection

|| Disconnect if server does nat present cryptobinding TLV
[C]Enable Identity Privacy
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Click} OK
On Security page.

Click jAdvanced settings

Tick | Specify authentication
mode

Change to jUser Authentication

Click |Save credentials

Enter username and password.

Please note
Username should start with
c2ken

Click} OK
After saving the details you

should be able to connect to
C2kWireless.

-

C2kWireless Wireless Network Properties

|

Security type:

Encryption type:

Choose a network authentication method:

[wpA2Enterprise

=

[Micrasoft: Protected EAP (PEAP)

v] [ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

Advanced settings

(53

802, 1% settings | 802, 11 settings

Specfy authentication mode:

[L.Iser authentication

T] [ Save credentials

Windows Security

Delete credentials for all users

[| Enable single sign on for this netweork

e

Replace credentials

when you're not logged on (for

Saving your credentials allows your computer to connect to the network

example, to download updates).

| c2ken'\5420062scwirelessl |

| esesesced
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